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Introduction

A Cautionary Tale in which: 

• A Health IT provider poorly compensates for inadequacy

• Some midwives unknowingly go where they weren’t supposed to

• An Information Science graduate student gets an idea…

...and spends a year contemplating pseudorealism!



Synthetic Data Generation

Generating synthetic data seems easy…

Generating good synthetic data is far more difficult



Synthetic Data Generation

The goal of many SDG projects is…

Creation of a realistic replacement for real data

Realism is seen to bring:

• Greater accuracy

• Reliability

• Effectiveness

• Credibility

• Validity



Synthetic Data Generation



Synthetic Data Generation

Given that every author asserts some success in their model…

These are necessary to validate realism
And to justify claims of success 

Published SDG methods generally failed 
adherence to the scientific method. 

Lacking:

• Complete documentation with full 
disclosure

• A robust validation method







RESEARCH PROBLEM

This research sought:

• A generic approach for Synthetic Data Generation (SDG)

• A method for identifying and validating realism in SDG



The ATEN Framework



THOTH - Generic SDG Approach



THOTH - Enhanced SDG Approach



THOTH - Enhanced SDG Approach

SDG Characterisation Description

True Synthetic Data No access to sensitive or confidential data.
Uses statistical and probability seed data and expert knowledge. 
(McLachlan et al, 2016)

Fully Synthetic Data Requires direct observation of real records to produce synthetic data.
(Houkjaer et al, 2006)

Partially Synthetic Data Unaltered real data is intermixed or aggregated with synthetic data. 
(Cassa et al, 2004)

Anonymisation-only Data Some or all PIs have been anonymised 
(using HIPAA Safe Harbour or similar rules)

Real Data Real, raw or observed data.



THOTH - Enhanced SDG Approach

SDG Classification Model Example

Probability Weighted Random Models Mwogi et al, 2014
Houkjaer et al, 2006
McLachlan et al, 2016

Random Generation Models Mwogi et al, 2014

Network Generation Ascoli et al, 2001

Signal and Noise Whiting et al, 2008

Data Masking Mouza et al, 2010



RA – Realism in SDG



RA – Realism in SDG

Patient Ethnicity (%)

European 22.24

Maori 25.13

Pacific Islander 34.30

Asian 16.14

Other 2.11

Not Stated 0.08

Patient

PK patientID INT

title TEXT(10)

lastName TEXT(30)

firstName TEXT(30)

dateOfBirth DATETIME

gender CHAR(10)

QualitativeQuantitative



RA – Realism in SDG

Characteristic RuleConcept Hierarchies

"c (midwiferyPatient(x) ® ((Sex(x) = 
female) ^ (Pregnant(x) = Yes) ^ 

(pregnancyStatus(x) = Low Risk) ^ 
(fetalHeartMonitoring(x) = Intermittent)))

Classification Rule

"c (modeOfDelivery(x) ® ((Multip(x) = 
Yes) ^ (Primip(x) = No) ^ 

(previousDelivery=CSect<2(x) = No) ^ 
(previousDelivery=CSect>=2(x) = 

Yes[d:100%])))



HORUS – Validation of Realism



HORUS – Validation of Realism
Step Activity Task

1 Input Validation
• Verify each piece of input data or information;
• Confirm correctness & validity of input data & information

2
Realism Validation I

(RV1)

• Verify concepts & rules derived from the KDD process & health statistical
information applied;

• Review & test premise & accuracy of each rule to ensure consistency with domain
semantics

• Tests rules and semantics in real circumstances to eliminate irrelevancy due to
interaction with observed data

3
Method Validation • Review method and compare with others found in literature;

• Ensures chosen method is appropriate for generating the synthetic data; and
• Verify that the algorithm for the method to be used has been correctly and

completely constructed

4 Output Validation • Establish that output of the SDG model are consistent with observational data; and
• Ensure that synthetically generated data conforms to qualitative and quantitative

aspects derived during the knowledge discovery phase.

5 Realism Validation II
(RV2)

• Perform the same tasks as for Realism Validation I (RV1)
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Experiment Result 1 
Sample Realistic Synthetic EHR 



Experiment Result 2 
Sample Realistic Synthetic EHR 

CoMSER Dashboard: Demographic Analysis Table

Ethnicity Statistical Comparison

Age Range Statistical 

%

CoMSER

SDG

Under 20 8.26 8.03

20-24 22.93 24.70

25-29 26.74 25.13

30-34 23.96 24.00

35-39 14.58 14.60

40 and Over 3.53 3.53

Ethnicity Statistical 

%

CoMSER

SDG

Maori 25.13 25.17

Pacific Islander 34.30 34.30

Asian 16.14 16.30

Other 02.11 2.27

European 22.24 21.83

Not Stated 00.08 0.13

Age Statistical Comparison



SUMMARY AND CONCLUSIONS

• Attaining realism in synthetically generated datasets is challenging

• SDG authors claim success in generating realistic synthetic data, yet:
• Few identify the elements of realism from real data that they seek to

recreate;
• Fewer still present validation of realism in the resulting synthetic data.

• ATEN provides a complete and generic method for SDG that;
• Identifies the level of synthetic-ness required;
• Helps to classify the generation method required;
• Identifies necessary realistic elements in real data, and;
• Allows for validation of their existence in the resulting data.

And, most importantly:  ATEN supports claims of success in SDG



Questions



A Final Observation…


